MEEZA Security Services
DO YOU THINKYOU HAVE ENOUGH

PROTECTION? THINK AGAIN !

Data is a very important asset of any company.
When the confidentiality and integrity of data
is compromised, it can lead to substantial
financial losses and reputational damage. If
the damage is not managed properly, it can
eventually end up causing the organization’s
demise. It is paramount that the IT Infrastructure
containing this asset is protected.

The IT security landscape has changed
dramatically over the course of the past few
years. Cyber-attacks are increasing globally as
well as in this region. Research firm Gartner,
in a press statement, mentioned that they are
“expectingdemand forsecurity products
andservicestobedrivenbythepersistent
threat landscape and influenced by
the increasingly targeted and evolving

attack patterns that are growing
in sophistication”*
Industry analysts are forecasting significant

growth in threats and cyber-attacks from
various threat actors. The reasons for these threats
vary from plain theft to making politics.

In line with the economic development pillar
of the Qatar National Vision 2030, we are
expecting an accelerated growth in the number
of companies doing business here in Qatar.
We need to have the available technology,

Business Value Proposition

infrastructure and expertise to support and
protect these businesses.

Organisations are driven
infrastructure in order to:

to protect their

e Stay Compliant to Local Government
Regulations

e Satisfy Internal Audit Requirements

* Prevent Damage to Reputation, and

* Avoid Financial Loss and Liability

Here are key questions that we need to ask
ourselves.

e What is the financial impact of a successful attack
to our organisation?

* What do we currently have in place to protect
ourselves from these threats?

* Are we protection 24 hours a day, 365 days a year?

* When was the last time we had our system assessed
to determine our level of vulnerability to cyber
threats?

* Do we have the processes and procedures to
monitor, detect and defend against these attacks?
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EFFECTIVE IT SECURITY IS MORE THAN
JUST HAVING THE RIGHT TOOLS

A common mistake is to believe that having the
most expensive or best security tool is enough
to mitigate the risk of being hacked. Big
corporations can afford to invest in the most
sophisticated software to protect themselves
from threats that continuously try to breach
their security fence, only to find out one day
that this was not enough.

Another factor to consider is the growing
sophistication of security threats and the speed
of its evolution. Cyber threat actors and hackers
will exhaust all means available to find that
weakest link in your system to achieve their
objective.

MEEZA CAN HELP

MEEZA has established a Security Operations
Centre (SOC), the first of its kind in Qatar,
that is commercially available and has the
capability of helping you protect your valuable
asset.

THE MEEZA MANAGED ENTERPRISE
SECURITY APPROACH

MEEZA has a different model on security
management. On top of having the most
sophisticated and effective tools, we have the
right team of security experts who know how
to fully utilize these tools.
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MEEZA likewise believe that collaboration
with other regional and global experts is an
important component towards having a highly
secure environment.

THE BEST TOOLS

At MEEZA, we have deployed a leading
Security Information and Event Management
(SIEM)  System and Log Management
System (LMS).

A DEDICATED TEAM OF CERTIFIED
SECURITY EXPERTS

MEEZA has a team of certified security experts
that are trained to fully harness the features of
all our tools.

Aside from being vendor-certified with
respect to the tools they are using, our team
is composed of individuals who are Certified
Information Systems Security Professionals
(CISSP),  Certified Hacking and Forensics
Investigators (CHFI) and Certified Ethical
Hackers (CEH).
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CONTINUOUS COLLABORATION AND
TRAINING

MEEZA acknowledges the fact that no entity
has the monopoly of the best ideas and
techniques that can be implemented to
prevent security breaches. This is why MEEZA
continues to collaborate with security experts
that share a common goal of protecting IT
resources against cyber-attacks.

WHY GO FOR MEEZA SOC SERVICES?
MEEZA SOC Services offer you the following:

* Significant Capital and Operational Cost
Savings - Building a Security Operations Centre
is very time consuming and expensive.
Infrastructure requires round-the clock monitoring
since attacks can happen at any time.

e Fast Reaction Time - We have a unique position
in Qatar. We can respond quickly to protect local
clients from cyber-attacks.

* Local Security Threat Intelligence and Data
Stays in Qatar - All our data is stored within
Qatar. No log or vulnerability data leave the state
because it is stored in secured MEEZA Tier-lII
data centres.

COMMITMENT TO INTERNATIONAL
STANDARDS

MEEZA's SOC has earned the following
certifications:

¢ |SO/IEC 27001:2005
¢ [SO/IEC 9001:2008
#« Source: Gartner Press Release (dated
September 13, 2012)

Gartner Security & Risk Management Summit
2012, September 19-20 in London
http://www.gartner.com/

newsroom/id/2156915

DELIVERS WORLD-CLASS IT SERVICES & SOLUTIONS

Ranging from Data Centre Services to Cloud Services, MEEZA offers

flexible and scalable IT Services and Solutions that deliver real advantage
to our clients.

YOUR IT ADVANTAGE
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If you want to learn more on how you can benefit

from this service, contact MEEZA at:

T +974 4004 0000 g/[JEE‘i 7 A
F +974 4004 0004

E info@meeza.net

www.meeza.net



